
Security Addendum   (Attachment A: Use of Electronic Health Records  

                    and Password) 

Password) 

 

  

1. Information Security Management Program and Policies 

 
1.1. Participating Party Security Contact. Participating party shall provide a security 

representative as a point of contact for County on any security issues. 

 

1.2. Policies and Procedures.  Participating party shall maintain written security 

management policies and procedures to prevent, detect, contain, and correct violations of 

measures taken to protect the confidentiality, integrity, and availability of participating 

party resources and/or County Data. These policies and procedures shall: 

 

1.2.1. assign specific data security responsibilities and accountabilities to specific 

individual(s); 

 

1.2.2. include a risk management program that includes periodic risk assessments; 

 

1.2.3. include a process to respond to the threats and vulnerabilities identified in the risk 

assessment to mitigate or remediate identified risks to an acceptable level 

 

1.2.4. implement security measures sufficient to reduce risks and vulnerabilities to a 

reasonable and appropriate level to comply with any applicable local law, state, or 

federal regulations. 

 

1.3. Infrastructure Protection. Participating party shall maintain policies and procedures to 

protect the county and participating party resources including: 

 

1.3.1. security programs (policies, standards, processes, procedures, etc.); 

 

1.3.2. processes for becoming aware of, and maintaining, security patches and fixes; 

 

1.3.3. procedures for employing router filters, firewalls, and other mechanisms to restrict 

access to the participating parties including all local-site networks that may be 

accessed via the Internet (whether or not such sites transmit information); 

 

1.3.4. procedures for ensuring that resources used for mobile access have technology 

installed that is designed to protect against attack, penetration, and compromise (e.g. 

firewalls, encryption); and 

 

1.3.5. processes designed to prevent, detect, and eradicate malicious software. 

 

1.3.6. procedures to regularly review records of information system activity, such as audit 

logs, access reports, and security incident tracking reports 

 

2. Access Control 
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2.1. Identification and Authentication. Access to County Data or any participating party 

resources shall be Identified and Authenticated as defined in this Section. 

“Identification” refers to processes that establish the identity of the person requesting 

access to County Data and/or participating party resources. “Authentication” refers to 

processes that validate the purported identity of the requestor. For access to County 

Data or participating party resources, participating party shall require Authentication by 

the use of an individual, unique user ID and an individual password or other appropriate 

Authentication technique. Participating party shall maintain procedures for the 

protection, integrity, and complexity of any passwords created by participating party 

and/or used by participating party in connection with the performance of services. 

Passwords shall, at minimum, meet the complexity requirements defined by the United 

States Government Configuration Baseline (USGCB). 

 

2.2. Account Administration. Participating party shall maintain appropriate processes for 

requesting, approving, and administering accounts and access privileges for participating 

party resources and County Data, and shall include procedures for granting and revoking 

emergency access to participating party resources. 

 

2.3. Access Control. Participating party shall maintain appropriate access control 

mechanisms to prevent access to County Data and/or participating party resources, 

except by authorized users. The access and privileges granted shall be limited to the 

minimum necessary to perform the assigned functions. If applicable, participating party 

shall maintain processes to revoke access to sensitive information within 24 hours after 

any Personnel of Participating party or its Approved Participating party are terminated, 

or immediately in the case of a non-voluntary termination. Participating party shall 

maintain appropriate mechanisms and processes for detecting, recording, analyzing, and 

resolving unauthorized attempts to access County Data or participating party resources. 

 

3. Personnel Security 

3.1. Access to sensitive data Participating party shall require its personnel and its approved 

Participating party personnel who have, or may be expected to have, access to County 

Data to comply with the provisions of the Agreement, including this Addendum. 

Participating party shall remain responsible for any breach of this Addendum by its 

personnel or the personnel of its approved Participating party. 

3.2. Security Awareness. Participating party shall ensure that its employees and approved 

participating party partners and contractors remain aware of its security practices, and 

their responsibilities for protecting County Data. This shall include: 

 
 

3.2.1 protection against any form of malicious software; 

 

3.2.2 appropriate password protection and password management practices; 

 

3.2.3 appropriate use of workstations and computer system accounts; and 
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3.2.4 HIPAA, CJIS, or other security and privacy training as appropriate. 

 

3.3 Sanction Policy. Participating party shall maintain a sanction policy to address 

violations of participating party’s internal security requirements or security 

requirements that are imposed on participating party by law or contract. 

 

4. Risk Management 

4.1 General Requirements. Participating party shall maintain appropriate 

safeguards and controls and exercise due diligence to protect County Data and 

participating party resources against unauthorized access, use, and/or disclosure, 

considering: 

 

4.1.1 applicable law; 

 

4.1.2 information technology industry practices; 

 

4.1.3 the sensitivity of the data; and 

 

4.1.4 the relative level and severity of risk of impact should the integrity, 

confidentiality, or availability of the data be compromised, as determined by 

Participating party as part of an overall risk management program. 

 

4.2 Security Evaluations.  Participating party shall periodically evaluate its 

processes and systems to ensure continued compliance with obligations imposed 

by Law or contract with respect to the confidentiality, integrity, availability, of 

County Data and participating party resources. Participating party shall document 

the results of these evaluations and any remediation activities taken in response to 

these evaluations. 

 

4.3 Internal Records. Participating party shall maintain mechanisms to capture, 

record, and examine information relevant to Security Incidents and other security- 

related events. In response to such events, participating party shall take 

appropriate action to address and remediate identified vulnerabilities to County 

Data and participating party resources. 

 

4.4 Audits. In addition to any audit rights in the Agreement, audits shall be permitted 

at the request of the County to evaluate compliance with this Addendum. 

 

5. Physical Security 

 
5.1 Participating party shall maintain appropriate physical security controls (including 

facility and environmental controls) designed to prevent unauthorized physical 

access, tampering and theft to participating party resources and areas in which 

County Data is stored or processed. Participating party shall adopt and implement 
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a written facility security plan that documents these controls and the policies and 

procedures through which these controls will be maintained. Participating party 

shall maintain appropriate records of maintenance performed on participating 

party resources and on the physical control mechanisms used to secure 

participating party resources. 

 

6. Communications Security 

 
6.1. Exchange of Confidential Information. Participating parties shall utilize a secure 

method of transmission when exchanging County Data electronically. 

 

6.2. Encryption. Participating party shall maintain encryption, in accordance with standards 

mutually agreed upon between the Parties, for all transmission of County Data via public 

networks (e.g., the Internet). These transmissions include: 

 

6.2.1. sessions between web browsers and web servers; 

 

6.2.2. email containing County Data (including passwords); and 

 

6.2.3. the transfer of files via the Internet (e.g., SFTP). 

 

6.3. Protection of Storage Media. Participating party shall ensure that storage media 

containing County Data is properly and adequately sanitized of all County Data or is 

destroyed prior to disposal or re-use. All media on which County Data is stored shall be 

protected against unauthorized access or modification. Participating party shall maintain 

reasonable and appropriate processes and mechanisms to maintain accountability and 

tracking of the receipt, removal and transfer of storage media used for participating party 

resources or on which County Data has been stored. 

 

6.4. Data Integrity. Participating party shall maintain processes designed to prevent 

unauthorized or inappropriate modification or destruction of County Data. Participating 

party shall, at its expense, use commercially-reasonable efforts to correct any data that 

has been corrupted. 

 

7. Security Incident Monitoring and Response 

 
7.1 Security Incident Response. Participating party shall maintain processes to detect, 

identify, report, respond to, and resolve Security Incidents in a timeframe consistent with 

guidance provided by US-CERT. https://www.us-cert.gov/government-users/reporting- 

requirements 

 

7.2 Security Incident Notification. Participating party shall notify the County, as specified 

below, of any Security Incident(s) that result in, or which participating party reasonably 

believes may result in, unauthorized access to, modification of, or disclosure of County 

http://www.us-cert.gov/government-users/reporting-
http://www.us-cert.gov/government-users/reporting-
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Data. Participating party shall report to County in writing any access, use or disclosure of 

County Data not permitted by the Agreement and this Addendum of which it becomes 

aware without unreasonable delay as followed by the standards for US-CERT incident 

response. All reports to County pursuant to this section shall be sent by facsimile or e- 

mail at the address included in the Agreement. 

 

The Security Incident notice must contain: (1) a brief description of what happened, 

including the date of the Security Incident and the date of the discovery (2) the location of the 

Incident; (3) a description of the types of County Data that were involved in the Incident,(4) 

Safeguards in place prior to the Incident; (5) Actions taken in response to the Incident; (6) a 

brief description of what the participating party is doing to investigate the Incident, to 

mitigate harm to individuals, and to protect against further Incidents. 

 

8. Indemnification 

8.1 In addition to the indemnification language in the Agreement, participating party 

agrees to be responsible for, and defend, indemnify and hold harmless the 

County for any Security Incident involving participating party’s failure to meet 

its security and other obligations under the Agreement and this Addendum. 

 

9. Vendor System Management Requirements 

 
9.1 Vulnerability and Patch Management 

 

9.1.1 All Vendor Managed Systems. For Vendor Managed Systems, Vendor 

shall install and maintain ICSA Labs certified Anti-virus Software and, to the 

extent possible, use real time protection features. Vendor shall maintain the 

Anti-virus Software in accordance with the Anti-virus Software vendor’s 

recommended practices. In addition, Vendor shall ensure that: (i) the Anti- 

virus Software checks for new virus Signatures no less than once per day and 

(ii) the related virus Signatures are current. 

 

9.1.2 For Vendor managed systems, vendor shall provide for prompt 

deployment of security updates for operating systems used on the vendor 

platform. 

 
 

9.2 System Hardening 

 

9.2.1 For Vendor managed systems, vendor shall ensure unnecessary protocols, 

services, and ports are disabled prior to implementation. Review and 

apply recommendations from https://nvd.nist.gov/. 

 

9.3 Authentication 
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9.3.1 For Vendor managed systems, vendor shall assign a unique user ID to any 

Agent or end user who accesses Confidential Information on Vendor 

Managed Systems. This unique ID shall be configured so that it enables 

tracking of each user’s activity within the system. 
 

9.3.2 Unless otherwise agreed by Customer, Vendors shall ensure that Vendor 

Managed Systems will require Strong Password as described in NIST for 

user authentication. 

 
 

9.4 Data Protection 

 

9.4.1 For Vendor managed systems, vendor shall implement processes and/or 

controls to prevent the accidental disclosure of Customer Sensitive Data to 

other Vendor customers. 

 

9.5 Account Termination 

 

9.5.1 For Vendor managed systems, vendor shall disable user accounts of Agents 

or Customer end users for the system within 24 hours or within the 

organizational policy guideline, which ever time frame is shorter, of 

becoming aware of the termination of such individual. In the cases of cause 

for termination, Vendor shall disable such user accounts as soon as 

administratively possible. 

 

9.6 System/Data Access 

 

9.6.1 For Vendor managed systems, vendor and its Agents shall only access system, 

application or data to which they are expressly authorized by Customer to 

access, even if the technical controls in the system or application do not prevent 

Vendor or its Agent from accessing those data or functions outside of 

Customer’s authorization. Vendor shall impose reasonable sanctions against 

any Agent who attempts to bypass security controls. 

 

9.6.2 Vendor agrees to use the Principle of Least Privilege when granting access to 

Vendor Managed Systems or Customer Data. 

 
 

9.7 System Maintenance 

 

9.7.1 For Vendor managed systems, vendors shall maintain system(s) that generate, 

store, transmit or process Customer Sensitive Data according to manufacturer 

recommendations. Vendors shall ensure that only those personnel certified to 

repair such systems are allowed to provide maintenance services. 
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10. Software / System Capability 

10.1. Supported Product 

10.1.1. Unless otherwise expressly agreed by participating party (customer) in 

writing, For Vendor managed systems, vendor shall provide customer only 

supported versions of the Product, which will not become “end of life” for at 

least 24 months. When the Product or Service requires third party 

components, Vendor must provide a Product that is compatible with currently 

supported third party components. Unless otherwise expressly agreed by 

customer, Vendor represents that all third-party components in its Product are 

currently supported, are not considered "end of life" by the third-party 

provider of such components, and will not become "end of life" in less than 

24 months from the date of acquisition by customer. 

10.1.2. If Open Source Software is incorporated into the Product, Vendor shall only 

use widely supported and active Open Source Software in the Product, and 

shall disclose such software to Customer prior to its acquisition of the 

Product. 

 

 

10.2. Software Capabilities Requirements 

 

10.2.1. For Vendor managed systems, vendor's product shall support a configurable 

Session Timeout for all users or administrative access to the Product. 

 

10.2.2. For Vendor managed systems, vendors shall ensure that Products provided 

can be configured to require a Strong Password for user authentication. 
 

10.2.3. For Vendor managed systems, vendor’s Product shall allow user accounts to 

be disabled after a configurable amount of failed login attempts over a 

configurable amount of time. 

 

 

 

10.3 Backdoor Software 
 

10.3.1. For Vendor managed systems, vendor shall not provide Products with 

Backdoor Software, including, without limitation, undocumented or secret 

access functions (e.g., accounts, authorization levels, over-rides or any 

backdoor). Vendor shall supply all information needed for the Customer to 

manage all access (local or remote) capabilities within the Product including 

denying of Remote Access entirely from any party including Vendor.  Vendor 

shall not include any feature within the Product that would allow anyone to 

circumvent configured authorization remotely. 
 

10.4. Remote Access Software. 
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10.4.1. For Vendor managed systems, vendor shall not provide Products that will 

allow for Remote Access from untrusted networks by default. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


